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PURPOSE
To ensure that all students and members of the Blackburn English Language School (ELS) community
understands:

(a) our commitment to providing students with the opportunity to benefit from digital technologies to
support and enhance learning and development at school

(b) expected student behaviour when using digital technologies including the internet, social media, and
digital devices (including computers, laptops, tablets)

(c) the school’s commitment to promoting safe, responsible and discerning use of digital technologies, and
educating students on appropriate responses to any dangers or threats to wellbeing that they may
encounter when using the internet and digital technologies

(d) our school’s policies and procedures for responding to inappropriate student behaviour on digital
technologies and the internet

(e) the various Department policies on digital learning, including social media, that our school follows and
implements when using digital technology

(f) our school prioritises the safety of students whilst they are using digital technologies

SCOPE
This policy applies to all students and staff at Blackburn ELS.
Staff use of technology is also governed by the following Department policies:

e Acceptable Use Policy for ICT Resources
e Cybersafety and Responsible Use of Digital Technologies

e Digital Learning in Schools and
e Social Media Use to Support Student Learning

Staff, volunteers and school councillors also need to adhere to codes of conduct relevant to their respective
roles. These codes include:

e Blackburn ELS’ Child Safety Code of Conduct
e The Victorian Teaching Profession Code of Conduct (teaching staff)

e Code of Conduct for Victorian Sector Employees (staff)
e Code of Conduct for Directors of Victorian Public Entities (school councillors)

DEFINITIONS

For the purpose of this policy, “digital learning” are defined as digital devices, tools, applications and systems that
students and teachers use for learning and teaching; this includes Department-provided software and locally
sourced devices, tools and systems.

POLICY

Vision for digital technology at our school

Blackburn ELS understands that digital learning, including the internet, apps, computers and tablets provide
students with rich opportunities to support learning and English language development in a range of ways.


https://www2.education.vic.gov.au/pal/ict-acceptable-use/overview
https://www2.education.vic.gov.au/pal/cybersafety/policy
https://www2.education.vic.gov.au/pal/digital-learning/policy
https://www2.education.vic.gov.au/pal/social-media/policy
https://www.vit.vic.edu.au/__data/assets/pdf_file/0018/35604/Code-of-Conduct-2016.pdf
https://www2.education.vic.gov.au/pal/code-conduct/overview
https://www2.education.vic.gov.au/pal/school-council-conduct/policy

Through increased access to digital learning, students can benefit from enhanced learning that is interactive,
collaborative, personalised and engaging. Digital learning enables our students to interact with and create in
digital formats.

Blackburn ELS believes that the use of digital learning at school allows the development of valuable skills and
knowledge and prepares students to access learning in the mainstream context and to participate in our
globalised and inter-connected world. It also enables personalised learning tailored to students’ particular needs
and interests and transforms assessment, reporting and feedback, driving new forms of collaboration and
communication.

Safe and appropriate use of digital learning

Digital technology, if not used appropriately, may present risks to users’ safety or wellbeing. At Blackburn ELS,

we are committed to educating all students to be safe, responsible and discerning in the use of digital learning,

equipping them with skills and knowledge to navigate the digital age.

At Blackburn ELS, we:

e use online sites and digital tools that support students’ learning and English language development, and
focus our use of digital learning on being learning-centred,

e restrict the use of digital learning in the classroom to specific uses with targeted educational or
developmental aims,

e supervise and support students using digital technologies in the classroom,

o effectively and responsively address any issues or incidents that have the potential to impact on the
wellbeing of our students,

e have programs in place to educate students to be safe, responsible and discerning users of digital
technologies,

e educate our students about digital issues such as online privacy, intellectual property and copyright, and the
importance of maintaining their own privacy online,

e actively educate and remind students of our Student Engagement and Wellbeing Policy that outlines our
School’s values and expected student behaviour, including online behaviours,

e have an Acceptable Use Agreement outlining the expectations of students when using digital technology at
school,

e use clear protocols and procedures to protect students working in online spaces, which includes reviewing
the safety and appropriateness of online tools and communities, removing offensive content at earliest
opportunity,

e educate our students on appropriate responses to any dangers or threats to wellbeing that they may
encounter when using the internet and other digital technologies,

e provide a filtered internet service to block access to inappropriate content,

e refer suspected illegal online acts to the relevant law enforcement authority for investigation,

e support parents/guardians/carers to understand safe and responsible use of digital technologies and the
strategies.

Distribution of school owned devices to students and personal student use of digital technologies at school will
only be permitted where students and their parents/carers have completed a signed Acceptable Use Agreement.

It is the responsibility of all students to protect their own password and not divulge it to another person. If a
student or staff member knows or suspects an account has been used by another person, the account holder
must notify [insert relevant role/s, i.e. classroom teacher, the administration], immediately.

All messages created, sent or retrieved on the school’s network are the property of the school. The school reserves
the right to access and monitor all messages and files on the computer system, as necessary and appropriate.
Communications including text and images may be required to be disclosed to law enforcement and other third
parties without the consent of the sender.



Social media use

Our school follows the Department’s policy on Social Media Use to Support Learning to ensure social media is
used safely and appropriately in student learning and to ensure appropriate parent notification occurs or, where
required, consent is sought. Where the student activity is visible to the public, it requires consent.

In accordance with the Department’s policy on social media, staff will not ‘friend’ or ‘follow’ a student on a
personal social media account, or accept a ‘friend’ request from a student using a personal social media account
unless it is objectively appropriate, for example where the student is also a family member of the staff.

If a staff member of our school becomes aware that a student at the school is ‘following’ them on a personal
social media account, Department policy requires the staff member to ask the student to ‘unfollow’ them, and
to notify the school and/or parent or carer if the student does not do so.

Student behavioural expectations
When using digital technologies, students are expected to behave in a way that is consistent with Blackburn
ELS’s Statement of Values, Student Engagement and Wellbeing and Bullying Prevention policies.

When a student acts in breach of the behaviour standards of our school community (including cyberbullying,
using digital technologies to harass, threaten or intimidate, or viewing/posting/sharing of inappropriate or
unlawful content), Blackburn ELS will institute a staged response, consistent with our policies and the
Department’s Student Engagement and Inclusion Guidelines.

Breaches of this policy by students can result in a number of consequences which will depend on the severity of

the breach and the context of the situation. These include:

e removal of network access privileges

e removal of internet access privileges

e removal of printing privileges

e other consequences as outlined in the school’s Student Engagement and Wellbeing and Bullying Prevention
policies.

COMMUNICATION
This policy will be communicated to our school community in the following ways:

e Available publicly on our school’s website

e Included in staff induction and child safety training processes
e Discussed at staff briefings/meetings as required

e Included in our staff handbook/manual

e Discussed at parent information sessions

ENDORSEMENT

This Digital Learning Policy was endorsed by the School Council of Blackburn ELS on
Tuesday 7 October 2022.
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Fiona Purcell
School Council President

This Policy will be reviewed in October2024.


https://www2.education.vic.gov.au/pal/social-media/policy

ACCEPTABLE USE AGREEMENT — PRIMARY STUDENTS



Blackburm English Language School
Accepiable Use Agreement for imternet and digital technologies

Blackburn English Language School believes the teaching of cyberzafe and responzible cnline behaviour iz eszential in the lives
gf students and is best taught in partnership between home and school.

21" century students spend increasing amaunts of time online. To be safe online students need to do the right thing by
themselves and others, particularly when no one is watching.

Szfe and responzible behaviour i5 sxplisithy tSu=ht at our school and parents)/carers are requested to reinforce this behaviour
gt home.

Zome online activities are illegal and as such will be reportad to police.

Part A - 5chool support for the safe and responsible use of digital technologies
Blackburn English Language School uses the internst and digital technologies az teaching and learming tools. We see the
inzernet and digitzl technologies as valuable resources, but acknowladgs they must be used responsibly.

Your child has bean asked to agres to usa the internst and mobile technologies responsibly at school. Farents/carers should
be aware that the nature of the internet iz such that full protection frem inzppropriate content can never be guarantesd.

At Blackburn Englizh Langusge School we:
1. have policies in place that outline the values of the school and expected behaviours when students use digital
technology and the internet
2. provide a filtered intermiet zenvice
provide access to the Department of Education and Early Childhood Developrnent’s search engine, which can be
ysed to direct students to websites that have been teacher recommended and reviewed.
provide supervision and direction in online activities and when using digital technaologies for learning
support students in developing digital literacy skills
have = cybersafety program =t the school which is reinforced across the school
use mobile technologies for educational purposes (e.g. podcasts or photos from excursions)
provide support to parents/carers to understznd this zgreement [e.g. language support)
prayige support to parentsycarers through information sessions.
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Part B - Student Agreement

| use technglogy | agree to:
Ee = =afe and responszible user.
Mever write or be a part of online bullying {cyber bullying, text bullying.)
Tell a teacher if | see someane do something nasty on the computer.

=
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Tell a teacher if | see something bad on the computer.

Be aware that anything | put on the computer might stay there and can be found.
Uz the school internet for schoolwaork anly.

Mot us= or get information from websites, including photos, unless my teacher tells me to.
Omly print when the teacher says | can.

Only use my own clazs’ login.

Mot try to open work that is not mine.

Mot tell anyone my password.

Mot bring games from home to play on the computer.

Only use USBs whan my tescher lets me.

Mot eat or drink when | am near or at the computer.

15, Mot put my family name, address or telephone number on the internet.

Mobile phones, iPgds gr iPads or other devices:
1&. Mot use my mobile phone or camera at school.
17. Mot send infiormation about others.
13. Ask people before | take their photo or video them.
15. Mot to take photos unlezs my teacher lets me.
20. Mot take photos that could make someons angry or sad.
21. Mot chanze or write about photos that could make someone angry or sad.
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| understand that | need to show good behaviour by following these rules; | accept that the following will happen if |
diant follow the rules:
e i f .
Z. | may ke reparked to the Frincipal/coordinator who will speak to my parents about my behaviour.
3. | may not be able to use the compubers or internet

4. My phone or maobile device may be taken by the teacher and given back to mmwmn
Student's Name Class
Student's Signature Date
Parent/carer signature Date

ACCEPTABLE USE AGREEMENT — SECONDARY STUDENTS



Blackhum English Language Schoal
Acoeptable Use Agreement for intermet and digital technalogies

Backburm English Language School believes the teaching of gybersalsand responsible anline behaiour is essential in the lives of students and
Bhestbphb in partnership betwesn hame and schoal.

217 entury students spend increasing amaunts of time online. To be safe online students nesd to do the right thing by themsebaes and others,
particularly when no one is watching.

Safe and responsible behaviour Bealiciblseughn 2t aur school and parentsfcarers are reguestad to reinforos this behaviour at hame,
Some onfine activities are ilegal and as such gl repirsed o police.

Part A - School support for the safe and responsible use of digital techinologies
Blackburm Englsh Language School uses the internet and digital technologies as teaching and learning toek. We see the inbernet and digital
technalogies as valuable resounces, but acknowledge they sk e asei responsibly.

Your child has bepoaskel o agree to use the internet and mokile technolegies responsibly ab school. Parents/carers should be aware that the
nature of the internet & such that full protection from inappropriste content G aesie-auirankaed

At Blackburn English Languags Schaal we:

1. hawe policies in place that outhne the values of the school and expected behaviours when students we digital technology and the intemet
2. provide a filtersd intarnet service

3. pogwide avoess to the Department of Education amd Carly Childhead Development’s search engine, which can be used to direct students
to websibas that have besen teacher recommended and reviewed.

provide supervision and direction in online activities and when using digital technologies for leaming

supgart students in developing digital literacy skills

haes o cybersafety program at the wchool which & reinforced scrass the schaal

use mahile technologies for educational purposes {e.g. podoasts or photos from exoursions)

provide support ta parents/carers to understand ths agreement [eg. language support)

PO suppart ta parents/caners thraugh information sessions,

Part B - Student Agresment
When | use digital Gakstless | agres toc

1. respect others and communicate with them in a suppartive manner; never writing ar participating in online bullying (e.g. forearding
messages and supparting athers in harmful, inappropriate ar hurtful anline behavicurs)
2. talkto o teacher ar a trusted adult if | persomally feel uncomfortable ar unsafe onfine
3. talk ko ateacher or a trusted adult if | ses others participating in unsafe, inappropriate or hurtful enline behaviours
4. carefully consider the cantent that | upload or post online; knowing that this is a pereonal reflection of wha Lam and what people think
of me and be gware that content | upload or post can stay on the internet even if | try ta get rid of it
5. protect my privacy; nat giing out personal details, including my full name, teleghone number, address, passwards and images
B protect the privacy of others; never pasting or farearding their persanal details or images without their comssnt
7. use the internet for educational purpases and use the eguipment praperky
8. abide by copyright and intellectual property regulations; requesting permission to use images, text, sudio and video and cite references
where nacessary
9. natinterfere with network security or attempt to log inta the netwoark with a user name or password af another student
100 gk attempt to access the folders or wark of other students ar teachers,
11 gk revesl my passward to anyone except the systern administrator or the teacher.
12, gk dewnlead unauthoerised programs, including games. Do not bring or downlosd programs, including games, to the schoal ar run them
an school computers.
13, gt download or copy class materials ar phatos — except far appraved learming purpases,
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‘When | u£e my mobile phone, iPad or other mabile devies | agres to:

1. kggp the device an silent during class times and only make or answer calls and messages outside of lessan times — except for approved
learning purposes.

2 peespect the priviscy of others; only taking photas or recording sound or video when others are aware and formal consent has been
provided as part of an approved lesson. Never past ar forward private infarmation abaut another person using Shaort Message Serice
|5MZ] ar ather forms of digital communication,

3. Dbtain approprizte (written) consent fram individuals wha appear in images or sound and video recordings before Forwarding them to
other peaple or pestingfuploading them to anline spacas.

4. respect others and communicate with them in @ suppartive manner, induding cutside schaol haurs and in social contests by nat making
harassing phone cally/text messages o farwarding on miessages

5 sepkappropriste written permission from individuals imveheed bafore publshing or sending photos, recorded sound or video to amgone
else ar ta any anline space which is outside the school intranet.

B g respectful in the phatos | take ar video | capture and never use thess as a tool for bullying,

Thils Acceptable Use Agrepment also applies during school excursions, camps and extra-gyicsale sctivities. | acknowledge and agres to follow
these rules, | understand that my access to the internet and mobile technolegy at school gl e renpgatiakiel if | do nat sct respansibly.

I hawe read the Acceptable Use Agreement carefully. | understand that if | do not behave properly, my internet and mobile technology
privileges will be suspended for a pegiod ol fime determined by the school.

I agree to follow Blackburn English Language Schaal's Inbernet rules and condiions and behave in a proper way when using computers ar
digital technolagy.

Student Mame Class
Stwdent Signature
Parent/Guardian/Carer Signature Date




